


PolarStar Backup & Disaster Recovery Senvices

A complete solution that “bullet-proofs” your data

A strobe-like capture of data every 15
minutes. With near real-time backups under
PolarStar, all changes to your data are captured
in increments of 15 minutes. Not only are
recent data sets backed-up, but you can
re-construct the state of your data at each 15-
minute restoration point. This level of forensic
and auditable data recovery may satisfy various
regulatory requirements (such as HIPAA and
GLBA) for data retention and data record
reconstruction. It may also serve as a reliable
resource for supply chain planners, warehouse

analysts, auditors, and legal counsel.

A complete block-level image, an exact
digital duplicate of your on-site servers. An
image of all hard drive partitions is generated
on the PolarStar on-site disc-to-disc backup
appliance. The data is stored using AES-256
bit encryption and compressed. We employ

a block-level, not file-level, backup, making
transfers more efficient, reducing errors, and
eliminating effects created in file-level backups

by open applications, files or databases.

Secure stored data at remote locations.
After imaging your servers, the PolarStar on-
site backup appliance creates an independent
256-bit encrypted tunnel and transmits the
imaged data to a secure offsite location where
it resides in an encrypted, compressed format.
That remote site then replicates again to an
alternate data center, creating a total of three
copies of the data in three geographically
distinct regions. Since the data is encrypted
and only you have the key, no one but you

has access to your data at any of the remote
storage facilities. In case of physical damage
to your network or the PolarStar on-site
backup appliance, or a regional disaster, the
data is safe in uncompromised locations.
Encrypting transmitted data greatly reduces
the risk of data loss and prevents attacks

during transmission. Our 256-bit Advanced

Encryption Standard (AES) algorithm never
been broken. It is the gold standard of
encryption techniques that render transmitted

data immune to theft.

On-site, a PolarStar virtual server network.
If any of your servers fail, our virtual servers
allow you to restore and reboot applications as
soon as your servers or replacement servers
are ready, in as little as 15 minutes. The
PolarStar on-site backup appliance continues to
back up data from other devices plugged into
it. Your business continues to operate without
any significant loss of data backup, server

functionality, or application downtime.

Minimized bandwidth consumption. Trans-
mission over your Internet connection occurs
on unused bandwidth or up to a set outbound

limit.

A 24x7, completely managed solution. Your
attached servers and PolarStar on-site backup
appliance are monitored by a 500-person net-
work operations center 24x7. Failed processes
generate immediate alerts to our engineers,
who often remotely correct errors within min-
utes of receiving notification. In case of more
serious issues, we will conduct repairs at your
site. If any PolarStar on-site units are irrepara-
bly damaged or destroyed, we will replace them
overnight at an additional cost and install them

at your location pre-loaded with all stored data.

PolarStar BDR performs 24x7 monitoring on covered servers and co-locations where redundant data is stored. The integrity of
each 15-minute interval is assured. The detection of any threatening condition alerts our team to take corrective action.

Intuitive, quick and flexible restoration.
PolarStar BDR allows for recovery of files,
folders, partitions, mailboxes/messages, databases/
tables, including multiple versions of same, using
a quick and intuitive process. In the case of a com-
plete server failure, it restores to new hardware,
even when configuration, hardware and drivers
are not the same as the original. Restore from any

15-minute interval point.

Affordable. PolarStar BDR is priced according
to the number of attached servers — with no
hidden costs. BDR package prices include the
PolarStar on-site backup appliance, software
licensing, file restorations, file integrity checks,

secure data transmission and remote storage.
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